Ref. Ares(2019)2909768 - 30/04/2019

Integrated cyber-physical solutions for intelligent distribution grids
with high penetration of renewables

Project Name:
Grant Agreement:
Project Duration:

UNITED-GRID
773717
November 2017 – April 2021

Deliverable 2.3
Monitoring and support of developments in
regulation, policy and standards
and standards

Work Package:
Lead Beneficiary:
Authors:
Co-authors:

Submission Date:
Deliverable Status:
Deliverable Type:
Dissemination:

WP 2
RISE
Joni Rossi (RISE)
Henrik Forsgren (GE), Ankur Srivastava (Chalmers),
Sylvain Berlioz (Sorea), Muhammad Babar (TU/E)
30/04/2019 (M18)
31/03/2019
23/04/2019 by UNITED-GRID Review Board, and
30/04/2019 by Chalmers (Tuan Le)
30/04/2019 (M18)
Final
R (Report)
Public

Coordinating entity: Chalmers University of Technology
Internet: http://united-grid.eu
Email: info@united-grid.eu

This project has received funding from the European
Community’s Horizon 2020 Framework Programme under
grant agreement 773717

Due Date:
Deliverable ready for review
Deliverable reviewed:

2
Version history
Version
0.1
0.2
0.3
0.4
0.5

Date
14/05/2018
05/02/2019
12/03/2019
28/03/2019
29/04/2019

Author
Joni Rossi
Joni Rossi
Joni Rossi
Joni Rossi
Joni Rossi

0.6

30/04/2019

Joni Rossi

Comments
Outline
First draft
Draft with input from partners
Deliverable ready for review
Reviewed by review board and Project
management
Final Deliverable

Deliverable abstract
The report summarises the latest developments in the European regulatory framework around energy and
climate goals, electricity networks, smart grids, data protection and digitalisation based on literature
study of the relevant regulatory documents. Based on the DSOs and other stakeholders in the project, 5
specific regulatory issues were determined that are expected to have a significant on the current and
future development of the DSOs in the three different countries (Netherlands, France and Sweden): (1)
impact of recent developments in EU climate strategies on the DSO and the UNITED-GRID solutions, (2)
the future role versus the income regulation of the DSO, (3) a new active role for the DSO in the
electricity markets, (4) ownership of storage devices and incentivizing the use of storage services and (5)
legally processing and using personal data from intelligent metering. The regulatory framework will
change the planning and operation of the DSO in the future, and it will have an impact on the UNITED‐
GRID tool‐box and business models that will be further validated in real‐life demonstration sites in the
Netherlands, France and Sweden.

Copyright and legal notice
The views expressed in this document are the sole responsibility of the authors and do not necessarily
reflect the views or position of the European Commission. Neither the authors nor the UNITED-GRID
Consortium are responsible for the use which might be made of the information contained in here.
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Project overview
UNITED-GRID aims to secure and optimise the operation of the future intelligent distribution networks with
unprecedented complexity caused by new distributed market actors along with emerging technologies such
as renewable generation, energy storage, and demand resources. The project will provide integrated cyberphysical solutions, while efficiently exploiting the opportunities provided by the new actors and
technologies. The core deliverable is the UNITED-GRID tool-box that could be “plugged in” to the existing
Distribution Management System (DMS) via a cross-platform for advanced energy management, grid-level
control and protection. This cross-platform allows interoperability from inverter-based DERs up to the
distribution grid at the low and medium voltage levels, thus going beyond the state-of-the-art to optimise
operation of the grid with real-time control solutions in a high level of automation and cyber-physical
security.
The project has genuine ambitions to create impacts and to enhance the position of European member
states in the development of smart grids. The core elements in this quest are:






Proof-of-concept and demonstration: Developed UNITED-GRID tool-box and business models will be
validated in real-life demonstration sites in the Netherlands, France and Sweden which cover a
majority of European market conditions. At the sites, UNITED-GRID will demonstrate the capabilities of
intelligent distribution grids hosting more than 80% renewables by incorporating the advanced
optimisation, control and protection tool-box, which are supported by real-time measurement systems.
Such technologies with TRL in a range of 3-4 will be matured via the demonstrations up to TRL level 56 to address comprehensively compatibility and interoperability issues.
Pathways: Upon request by directly involved stakeholders such as distribution system operators (DSOs),
energy suppliers, UNITED-GRID will develop pathways that will step-by-step guide in the transition from
the passive distribution grids of today to the active and intelligent distribution grids of tomorrow. The
pathways incorporate technical as well as non-technical considerations such as cost-benefit,
investments, business models, end-user privacy and acceptance.
Use and deployment: UNITED-GRID will nourish and firmly support the utilisation and exploitation of
technologies, tools, and services in distribution grids by integrating the inherent innovation chain of
the partners and their networks with EU such as KIC InnoEnergy and SSERR.

Consortium
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1

Introduction

1.1

Context

The next generation of distribution grids faces the challenge of managing high levels of distributed energy
sources, energy storage, electrification, demand resources and fast evolving energy markets. New
competitive services and technologies are needed in this evolution towards active intelligent distribution
grids with high levels of efficiency and reliability and minimal system losses. UNITED-GRID will face these
challenges by optimizing the operation of the grid with real-time control solutions in a high level of
automation and cyber-physical security.
The technical integration of these new challenges and services in a UNITED-GRID toolbox that can be
plugged in an existing or future Distribution Management System (DMS) will be framed in the wider context
of societal, regulatory and policy evolutions. The UNITED-GRID solutions will be based on future scenarios
for the development and management of the electricity grids and markets across Europe, including new
tariff systems, market structures and new plausible business models and how these new systems can be
socially and politically integrated.
At the end of the project, the UNITED-GRID solutions will guide European DSOs, who are at this moment in
different stages of technical development, supported by a different legislation and involved in different
energy markets, through different future scenarios with the help of a set of step-by step guidelines. The
guidelines describe the use and implementation of a specific package of practical tools that will support
the DSOs in the transition towards active intelligent distribution grids with high levels of (cost-) efficiency
and reliability and minimal system losses with an integrated solution including new competitive services
and technologies.
This Report (2.3: policy) monitors the developments in the area of regulation, policy and standards that will
affect the progress and outcomes of the UNITED-GRID and identify critical barriers in these areas. The
developed pathways (task 2.6) will support the removal of policy and regulatory barriers of market actors
and DSO’s. In a wider perspective the results will contribute to the broad EU energy policy context and
ongoing policy developments.
In the baseline description (task 2.1) the relevant indicators for policy, regulation and standards at the
level of the distribution grid and the distribution management system are defined and the distribution grids
in the project (French, Dutch and Swedish) are described based on these indicators. It shows the position of
that grid in the policy indicator of the ‘parameter space’, compared to other grids, the important
differences and regulatory barriers to moving forward with the UNITED-GRID solutions along the developed
future scenarios (5 to 10 years from now) from task 2.2.
Based on those earlier deliverables, this task will do the following:
-

-

Describe the general European regulatory framework and identify recent developments that could
potentially have an impact on UNITED-GRID solutions.
Through discussions with the DSOs, the consortium and the Situation Analysis Team, summarize the
main evolutions relevant for DSOs in the next 5 to 10 years and identify those regulatory barriers
that are most relevant based on the expected impacts of the European regulatory framework.
Make recommendations and next steps where these regulatory issues might have an impact on the
developed UNITED-GRID solutions and pathways and how UNITED-GRID solutions may remove
regulatory barriers.

Next steps after finalizing Report 2.3 include:
-

revising the solutions with a broader group of DSOs and stakeholders (task 2.4)
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-

development of technical and market solutions that are adapted to the regulatory framework (all
WPs)
feedback to policy makers at European level (through discussions with the Situation Analysis Team),
which can lead to solving regulatory barriers
step-by-step guidelines for DSOs that make recommendations based on the regulatory framework
and barriers (task 2.6) and on different possible scenarios for DSOs (task 2.2)
Solutions or guidelines supporting the DSO in the next 15 years in implementing changing
regulations and policies and their consequences.

This task and report are also closely linked to task 8.5 (Out-reach and communication) where ‘removing
policy and regulatory barriers to facilitate the development of smart grid in general and of the ADMS
(Advanced Distribution Management System)’ is one of the scopes.

1.2

Structure of the deliverable

The report will first summarise the latest developments in the European regulatory framework around
energy and climate goals, electricity networks, smart grids, data protection and digitalisation based on
literature study of the relevant regulatory documents.
In the next part, it is examined how these frameworks impact the current and future development of the
DSOs in the three different countries (Netherlands, France and Sweden). More specifically it will discuss the
impact on the distribution grids, identify barriers for the DSO and formulate recommendations on how
these regulatory barriers can impact UNITED-GRID solutions. This analysis is based on a literature study,
contacts with stakeholder networks, questionnaires to the DSOs and discussions with the Situation Analysis
Team.
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2

Policy and regulatory framework

2.1

Policy framework for energy and climate

A large set of European energy strategies and policies explore the transition of the energy system in ways
that would be compatible to global climate deals and greenhouse gas reduction targets, while also
increasing European competitiveness and security of supply [1]. On a global level, the EU supported the
Paris Agreement from the Paris climate conference COP21 [2] which sets out a global action plan to keep
the increase in global average temperature to well below 2°C above pre-industrial levels; and to limit the
increase to 1.5°C. As of November 2018, 195 UNFCCC members have signed the agreement, and 184 have
become a party to it. Both the EU and its member states are individually responsible for ratifying this
agreement. It also recognizes the role of non-Party stakeholders in addressing climate change, including
cities, other subnational authorities, civil society, the private sector and others. The EU has set itself a
long-term goal of reducing greenhouse gas emissions by 80-95%, when compared to 1990 levels, by 2050.
The Energy Roadmap 2050 [3] explores the necessary transition of the energy system in order to comply
with this greenhouse gas reductions target. The 2030 Framework for climate and energy [4] aimed to
help the EU achieve a more competitive, secure and sustainable energy system and includes EU-wide
targets and policy objectives for the period between 2020 and 2030 (including 40% cut in greenhouse gas
emissions compared to 1990 levels, at least a 27% share of renewable energy consumption and at least 27%
energy savings compared with the business-as-usual scenario). The Energy Union strategy [5] builds
further in this and is focused on boosting energy security, creating a fully integrated internal energy
market, improving energy efficiency, decarbonizing the economy (not at least by using more renewable
energy) and supporting research, innovation and competitiveness. Several packages of measures support
the achievement [1].
Some of these European energy strategies include legislative as well as non-binding proposals. While some
of the legislative initiatives have to be implemented directly by stakeholders, others have to be translated
with a certain amount of freedom into national legislation.
A key element of the Union strategy is the Clean Energy for All Europeans package (also known as ‘winter
package’) [6] which was published in November 2016 and which includes both non-legislative initiatives as
well as legislative proposals. It proposed new rules aimed at providing the necessary legal framework to
facilitate the clean energy transition and thereby taking a step towards delivering on the EU’s Paris
Agreement commitments. It had three main objectives: putting energy efficiency first, achieving global
leadership in renewable energies, and providing a fair deal for consumers. In December 2018, the revised
Energy Efficiency Directive, the revised Renewable Energy Directive and the new Governance Regulation
were formally adopted. The package now fixes two new targets for the EU in 2030: a binding renewable
energy target of at least 32% and an energy efficiency target of at least 32.5%. The new Governance
Regulation requires Member States to draft integrated national energy and climate plans (NECPs) for the
period 2021 to 2030 by the end of 2018 and to submit the final plans by 31 December 2019.
This package also aims at ‘empowering’ European consumers to become fully active players in the energy
transition, a method that will be reflected in the subsequent legislation and that will have a large impact
on the management of the distribution grid and the choices that will be made at that level. For example,
some provisions on metering and billing of electricity were already included in the original package but
have been altered in the latest adaptation. The new EED (Energy Efficiency Directive) [7] still states that
‘MS shall ensure that final customers for electricity are provided with competitively priced individual
meters that accurately reflect the final customer’s actual energy consumption and that provide information
on actual time of use’, but the actual provisions on metering and billing of electricity will from now on be
consolidated under the Internal Market legislation (see further).
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The new binding targets also played an important part in the Commission’s 2050 Long-term Strategy,
published on 28 November 2018 [8], just before the UN climate conference in Katowice (where the EU aims
for the adoption of rules for implementing Paris Agreement). This strategy is not a legislative proposal, but
presents a vision on how to develop policies towards a climate-neutral economy by 2050, where the power
sector will become a central element in the transformation of other economic sectors. It is based on 8
pathways that all converge on one central element: power generation should be fully decarbonised by 2050
and more than 80% of the EU's electricity would be produced by renewable energy sources. For the
distribution grids, some points of interest in this strategy include the roll-out of renewable electricity
production (that will be stepped up through market-oriented support schemes) and the role of households
that wish to produce their own renewable energy (that will be exempted to a large extent from charges or
fees for their self-produced energy consumption).

2.2

Electricity networks, markets and smart grid policies

The regulation of DSOs in Europe changed significantly with the ‘Third Energy package’, which was
adopted in 2009 to accelerate investments in energy infrastructure to enhance cross border trade and
access to diversified sources of energy. It consists of 5 pieces of regulation and includes the unbundling
energy suppliers from network operators, strengthening the independence of regulators, establishment of
the Agency for the Cooperation of Energy Regulators (ACER), cross-border cooperation between
transmission system operators and the creation of European Networks for Transmission System Operators
and increased transparency in retail markets to benefit consumers. The unbundling must take place in one
of three ways, depending on the preferences of individual EU countries.
Within the package, the so called Third Electricity Directive [9] establishes common rules for the
generation, transmission, distribution and supply of electricity, together with consumer protection
provisions, with a view to improving and integrating competitive electricity markets in the Community.
Some aspects from the Directive, where the national transposition will be influencing the operation of the
DSOs are:
-

the roles and responsibilities of DSOs have to be defined
specifications on data exchange and data ownership have to be defined
distribution networks should be modernised, such as through the introduction of smart grids, which
should be built in a way that encourages decentralised generation and energy efficiency.
the Member States must make an economic assessment of the implementation of smart meters,
which, if positively assessed, will provide at least 80 % of consumers with intelligent metering
systems by 2020.

In the meantime, new developments also led to fundamental changes in European electricity markets. In
order to help energy markets include more renewables, empower consumers, and better manage energy
flows across the EU, the proposals from the 2016 Clean Energy for All Europeans [6] package therefore
also include new rules on EU Electricity Market Design.
On 18 December 2018, negotiators were able to reach political agreement on the new Electricity Regulation
and Electricity Directive [9], which marks the completion of negotiations on the Clean Energy for All
Europeans package and takes Europe a step closer towards delivering the Energy Union. Once they are
formally approved by the European Parliament and the Council, the new laws will be published in the
Official Journal of the Union. The Regulation will enter into force immediately and the Directive will have
to be transposed into national law within 18 months.
The Proposal for a Directive on common rules for the internal market in electricity [10] emphasizes the
focus on consumers and the importance of the internal market and its main principles. Specifically for the
distribution level, Member States should encourage the modernisation of distribution networks, such as
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through the introduction of smart grids, which should be built in a way that encourages decentralised
generation and energy efficiency. DSOs have to cost-efficiently integrate new electricity generation
especially generating installations using renewable energy sources and new loads such as heat pumps and
electric vehicles. For this purpose, DSOs should be enabled and incentivised to use services from distributed
energy resources such as demand response and energy storage, based on market procedures, in order to
efficiently operate their networks and avoid costly network expansions. Member States should put in place
appropriate measures such as national network codes and market rules, and incentivise DSOs through
network tariffs which do not create obstacles to flexibility or to the improvement of energy efficiency in
the grid. Member States should also introduce network development plans for distribution systems in order
to support the integration of generating installations using renewable energy sources, facilitate the
development of storage facilities and the electrification of the transport sector, and provide to system
users adequate information regarding the foreseen expansions or upgrades of the network, as currently
such procedure does not exist in the majority of Member States.
Chapter IV of the proposed Directive also provides clarifications concerning the tasks of DSOs, notably
relating to the activities of DSOs concerning the procurement of network services to ensure flexibility, the
integration of electric vehicles and data management. It clarifies the role of DSOs with respect to storage
and recharging points for electric vehicles.
The Proposal for a Regulation on the internal electricity market [11] emphasises the importance of
undistorted market signals to provide for increased flexibility, decarbonisation and innovation. It sets out
the principles of a functioning internal electricity market, electricity trading rules within different trading
timeframes and price formation. It clarifies the principle of balancing responsibility and provides for a
framework for more market compatible rules for the dispatch and curtailment of generation and demand
response. It also clarifies market compatible design principles for capacity mechanisms. Specifically, for
DSOs, it establishes the European Entity for Distribution system operators ("EU DSO entity"), in order to
promote the completion and functioning of the internal market in electricity, and to promote optimal
management and a coordinated operation of distribution and transmission systems. DSOs who wish to
participate in the EU DSO entity shall have the right to become registered members of the entity. The
Regulation also extends the content and rules for network codes and guidelines.
Electricity network codes and guidelines are European Commission implementing Regulations that
support the integration of national and regional electricity markets into a unified internal European
market. Once the comitology procedure has been completed, the codes are legally binding and do not
require implementation to national law (it has a legal force of a Regulation), although the requirements
should be included in national network codes. Although the existing network codes aim at harmonizing
various rules and procedures relating to the operation of European electricity transmission networks and
electricity wholesale markets, they also address issues with direct strategic impact on the DSOs. The
network codes should set safe rules for all grid users and network operators while being flexible enough to
provide DSOs with some leeway to adapt to the rapid changes in their networks and their changing roles in
the future.
Chapter VII of the Regulation on the internal electricity market sets out rules to adopt new network codes
or guidelines. It provides for clarifications as to the legal nature and the adoption of network codes and
guidelines and enlarges their possible content to areas such as network security and reliability, capacityallocation and congestion-management, system balancing and rules on demand response, including
aggregation, energy storage, and demand curtailment rules. The process now also includes the European
entity for DSOs and other stakeholders more closely in the procedure of the development of proposals for
electricity network codes.
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2.3

Metering, data protection and cybersecurity

As mentioned above, the Third Electricity Directive [9] supports the roll-out of smart grids and smart
meters across the EU, but the implementation, regulatory arrangements, the technical and commercial
interoperability, data privacy issues and the minimum range of operations of smart meters are all largely
dependent on the Member States.
To protect consumers' personal data when it comes to smart meters and smart grids, there is a general set
of EU rules on who can access personal data and under what circumstances. From 25 May 2018 onwards, the
General Data Protection Regulation (GDPR) [12] which will be directly applicable in all EU member
states, lays down specific rules on the protection of data. The regulation sets rules for handling personal
data between the person or household and the data processor and controller and puts obligations on the
processing of personal date from smart meters. The DSO can only process personal data if having a
legitimate interest for processing, for example if it is necessary for the DSO to perform its other legal
obligations. Therefore, they must minimize their processing activities as much as possible, define the right
monitoring accuracy and cannot go beyond the purpose for which the data have been collected. This can be
based on an impact assessment.
In September 2018 the Data Protection Impact Assessment Template (DPIA) for Smart Grid and Smart
Metering Systems was adopted as a key instrument of the GDPR to enhance Data Controllers’
accountability. A sound Data Protection Impact Assessment facilitates data protection by design and
complements risk management processes and it is addressed to Smart Grid operators (including DSOs). The
GDPR requires the Data Controller to conduct a DPIA when the type of processing is likely to result in a high
risk to the rights and freedoms of natural persons - especially caused by using new technologies, and taking
into account the nature, scope, context and purpose of the processing. The template defines the necessary
process steps to find appropriate controls attributed by examples of controls measures and helps
monitoring Smart Grid application from the start. In the new Electricity Market Directive, the articles on
data management (article 23) and interoperability requirements and procedures for access to data (article
24) specify that access to data and data storage, shall be carried out in compliance with the GDPR.
Another European directive focuses on cybersecurity. The Directive on the security of network and
information systems (the NIS Directive) [13] came into force on 1 of August 2018 (and had to be transposed
in the Member States). The Directive provides legal measures to boost the overall level of cybersecurity in
the EU by ensuring, among other a culture of security across sectors which are vital for our economy and
society and moreover rely heavily on ICTs, such as energy, transport, water, banking, financial market
infrastructures, healthcare and digital infrastructure. Businesses in these sectors that are identified by the
Member States as operators of essential services will have to take appropriate security measures and to
notify serious incidents to the relevant national authority. The Commission has also suggested developing a
Network Code on Cyber Security to complement existing national rules and to tackle cross-border issues.
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3

Impact and relevance of the regulatory framework on the DSOs and
the UNITED-GRID solutions

3.1

Overview

The EU framework of strategies on decarbonisation and greenhouse gas emission reduction are driving the
EU energy policies and energy transformation. This has an unprecedented impact on the distribution grids,
with the need to integrate highly volatile and decentralized generation, increased loads and capacity due
to electrification of transport and heating and cooling, increased electrification, new effects of energy
storage and demand resources, regional energy systems choosing to disconnect from the network as well as
the impact of changing customer behavior and evolving market needs.
These evolutions will challenge all stakeholders at the distribution level, in the first place the DSOs, whose
role will change from a passive role to a more active role. Some of these European energy strategies
include legislative proposals as well as non-binding proposals, and some of the legislative initiatives have to
be implemented directly by DSOs and other stakeholders, while others have to be translated with a certain
amount of freedom into national legislation.
The scope of this report is to summarize and identify the most important regulatory aspects that are
expected to impact the planning and operation of the DSO in the next 5 to 10 years and that will have an
impact on the developed UNITED-GRID technical solutions and business models. Based on discussions with
the consortium, the DSOs and the Situation Analysis Team of UNITED-GRID, following regulatory aspects are
considered important in the further development of smart grids and an efficient distribution management
system.
1.
2.
3.
4.
5.

3.2

Impact of recent developments in EU climate strategies on the DSO and the UNITED-GRID solutions
The future role versus the income regulation of the DSO
A new active role for the DSO in the electricity markets
Ownership of storage devices and incentivizing the use of storage services
Legally processing and using personal data from intelligent metering

Impact of recent developments in EU climate strategies on the DSO
and the UNITED-GRID solutions

The global and European visions and strategies for reaching binding climate goals (Paris Agreement, Energy
Roadmap, 2030 Framework for Energy and Climate and 2050 Long-term strategy) result in policies and
regulations that set up a process and a general framework for member states to decarbonize the power
sector (e.g. the new EU targets from the Clean Energy for All Europeans Package). Not only do these global
and European climate frameworks have a large impact on national and even regional climate and energy
strategies, but they also tend to change quickly. For example, the Clean Energy for All Europeans Package
resulted in 2018 in several revisions of existing directives and regulations, which fixes new targets and
forces member states to draft integrated national energy and climate plans.
National climate and energy plans sometimes go even a step further and individual regions or cities can on
top of that have their own decarbonisation targets, which will have a large impact on the future grids. The
three countries in UNITED-GRID have ambitious climate goals, which will increase the number of
renewables and increase the need for smarter grids.


According to the Energy agenda the Dutch government intends to reduce 80% CO2 emissions by 2050
compared to the emissions of 1990. The plan also specifies that, by 2030, the target for buildings
will be the A-label for energy (as an average score of all buildings). As a result of the Energy
Agreement, the share of renewable electricity will rise to around 41% in 2023. The plan includes
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long-term agreements for reducing transport emissions for 2050 to at least 60% of the emissions of
1990. In 2016 the number of electric vehicles was 100,000. In October 2017, the Dutch government
presented its detailed plan for the coming years, and it includes making all new cars emission-free
by 2030 – virtually banning petrol- and diesel-powered cars in favour of, among others, batterypowered vehicles.
The French strategy for energy and climate, based on the National Low Carbon Strategy (SNBC) and
the Multiannual Energy Program (EPP), was presented by the President of the Republic on Tuesday
27 November 2018. The Government has set itself an ambitious goal: to achieve carbon neutrality
in 2050. To achieve this, it relies on two strategies: the National Low Carbon Strategy (SNBC),
which is France's roadmap for reducing its greenhouse gas emissions, and the Multiannual Energy
Program (EPP), which sets priorities for action in the field of energy for the coming decade. As
part of the review of the multiannual energy program just announced, several actions in favour of
renewable heat have been proposed.
In Sweden, a national law (the so-called “energy agreement”) approved in June 2016 says that
Sweden should reduce its CO2-emissions by 63% to 2030 (ref. 2010), with a specific goal for the
transport sector of 70%. By 2045, Sweden should have no net emissions of CO 2. Sweden has had a
CO2-tax since 1991. Out of Sweden’s ten nuclear reactors, two were closed in 2017 because of age.
The remaining reactors will be closed down, until 2040, whereof the first two in 2019 and 2020. The
lost electricity production will be replaced mainly by wind, but also by solar PV. Sweden has
established green certificates for supporting renewable electricity production. These green
certificates were established in 2003 and will remain until 2045. For each MWh electricity produced
by hydro, wind, solar and some biofuels, one certificate is created. Electricity traders are obliged
to buy these certificates to a certain percentage (13-15%) of their electricity sales, from the green
producers. A green producer is given certificates for 15 years. Until 2020, the certificate trade is a
collaboration with Norway. Politically stated targets for green production until 2030 and 2045 tend
to be reached far in advance.
There are no nationally established targets for the number of electrical vehicles in Sweden but
instead there is a technic neutral approach to become fossil free in 2045 and 70% in 2030. The
current government have in January made an agreement that included the scope of forbidding fossil
driven cars in 2030.

The EU energy transformation has an unprecedented impact on the distribution grids, with the need to
integrate highly volatile and decentralized generation, increased loads and capacity due to electrification
of transport and heating and cooling and increased electrification, which in turn will challenge all
stakeholders at the distribution level, in the first place the DSOs. It is sometimes feared that the present
regulatory frameworks existing in the different Member States often do not provide very appropriate tools
to DSOs to actively manage their networks, or that the costs of upgrading the network to integrate these
renewables would outweigh their combined benefits (in other terms).
UNITED‐GRID aims to secure and optimize the operation of the future intelligent distribution networks with
this unprecedented complexity and it will provide integrated cyber-physical solutions, while efficiently
exploiting the opportunities provided by the new actors and technologies. However, it is recognized by the
project partners that the developed technological solutions, market strategies and guidelines for the DSOs
have to be adapted to the latest developments and the latest EU targets, regulations and directives. For
example, we see that the impact of electric transport is becoming increasingly relevant to the grid and that
these impacts will be higher than first considered (when writing the project proposal). Therefore, the
targets and developments described above, and their impact at the national and local level, will be further
considered in the choice and description of the scenarios and also in the recommendations and the
technical solutions. The described scenarios while thus represent varied options for testing and
implementation in the demonstrators of the project. The impact of the increase of intermittent
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decentralized RES and new electric loads and the necessary grid requirements will be studied in the
scenario analysis based on the national targets and scenarios.

3.3

The future role versus the income regulation of the DSO

The provisions of the Third Package provide a high-level framework designed to liberalize the European
energy markets so that they offer consumers more choice and better value for money while ensuring supply
security and meeting environmental targets. Distribution (as well as transmission) systems were classified
as non-competitive, since they are considered a natural monopoly and building alternative networks would
be an extremely costly activity, and were therefore subject to regulatory control and exempted from
competition.
Therefore, DSOs are highly regulated unbundled entities (by national and European authorities) that are a
part of the entire electrical infrastructure that should serve the objective to realise the EU-internal electric
market. Despite this common framework for DSOs, the Third Electricity Directive [10] has to be transposed
into national legislation, leading to large differences between DSOs in Europe. For example, the unbundling
of the energy suppliers from network operators is implemented in different ways and at different levels in
individual EU countries. DSOs are fully unbundled from retailers in Sweden and the Netherlands but
unbundling for small DSOs (serving fewer than 100.000 customers or small isolated systems) is nonobligatory. For example, SOREA in France has so far been exempted from the unbundling and therefore
could, e.g., own its own small hydro power plants.
The Third Electricity Directive further states that electricity undertakings must optimize their operations,
for example by innovative pricing, smart grids or other and that specifically distribution networks should be
modernized, such as through the introduction of smart grids, which should be built in a way that
encourages decentralized generation and energy efficiency. The details of the transposition into national
legislation further defines the exact roles and responsibilities of TSOs, DSOs, suppliers, other market
participants and customers in the different countries. Moreover, the implementation of the Clean Energy
for All Europeans Package and the expected changes in the electricity market will further change the
operation of the DSOs in the future: they will not only be responsible for securing system operation but
they will also be a market facilitator. Member States will have to allow and incentivize DSOs to use
flexibility services and energy efficiency measures to improve the efficiency of their operations.
While new policies are being drafted that will have a significant impact on the role of the future DSO, they
remain regulated entities with highly regulated incomes. These regulations do not always take into account
the possible technological advancements and they could affect which direction a DSO may take to prepare
for the energy transition.
National policies and regulations in the three UNITED-GRID countries as a result of the transposition of
European legislation, in the field of unbundling, the role of the DSO and the regulation of the DSO, are as
follows.


In the Netherlands, the Electricity Act serves to ensure the three cornerstones of Dutch energy
policy – reliability, sustainability and efficiency. It contains rules for the generation, transmission
(transportation over the high-voltage grid), distribution (transportation over low-voltage grids) and
supply of electricity. The electricity distribution and transmission networks are publicly managed
and owned. The distribution networks (less than 110 kV) are usually owned by the local authorities,
but these distribution network owners must appoint an independent network operator to operate
their network.
The responsibilities of the DSOs are to maintain the grid and provide uninterruptible power supply
to the customers. Network operators are still legally required to install new network connections if
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the market demands it and to make sure that the networks remain reliable while keeping down the
costs of installation and management, while in the meantime there will be increasingly large peaks
and troughs in energy supply and demand.
Therefore, in the coming years all new infrastructure will need to be flexible enough to absorb
unexpected changes in the market and the network operators will need to develop a more active
and user-oriented work scheduling system. Simply replacing the existing infrastructure is no longer
sufficient: they will need to be more aware of the substantial benefits of providing flexibility.
However, these infrastructure enhancements could hamper the affordability of the energy supply,
which is why it is important that producers, suppliers, users and network operators work together
to prevent unexpected peaks in demand.
In France, DSOs manage the grid with voltage levels between 20 kV and 400 V. The grids belong to
local authorities and the DSOs have a concession for their exploitation. The remuneration of the
DSO is regulated by Article L. 341-3 of the energy code according to the TURPE (Tarifs d’Utilisation
des Réseaux Publics d’Electricité – Tariffs for usage of public electricity network) fixed by CRE
(Commission de Régulation de l'Energie – Energy Regulation Commission). The role of the DSO is the
distribution of electricity and the maintenance of the grid; and if the advantage for a DSO to
manage the renewable generation does not come in an obvious way, to focus on another important
factor of quality, which are the energy losses along the grid. Therefore, the DSO has in the first
place to manage the grid efficiently. The quality of the service provided to consumers is the
priority. Breaking times on the grid is of high importance and this is why the monitoring of
substations should help to give the best information in order to make the interventions faster and
to fix the potential issues easily.
In Sweden, DSOs have the geographical concession for their grids and act as local monopolies. The
electricity law obliges DSOs to connect end users to the grid and to transmit electricity of a quality
assured level. Interruptions must not be longer than 24 hours. End users should be reimbursed if the
interruption exceeds 12 hours. The DSO is not allowed to deal with electricity trade or electricity
production. They should operate, maintain and develop their grids. The Energy Markets
Inspectorate regulates the income tariffs for DSOs and monitors compliance. Future control of
(intermittent) production and consumption will be an important task for DSOs, as well as optimising
the grid load.
There is an ongoing debate about the DSOs’ income regulation. Since the DSO’s act on a
monopolistic market without competition, their incomes are regulated by the NRA Energy Markets
Inspectorate. The regulation is done in four-years´ periods. Some DSOs have used the entire space
in the stated income frame, which has given a public echo and a political debate, since the grid
tariffs have gone up substantially in some areas of the country the last couple of years. The
government strives for lowering the authorized income space for the DSOs by different legal
initiatives, which could result in negative consequences for the maintenance and development of
the DSOs’ grids in the coming 10-15 years, when grid investments are supposed to go up for
maintenance and development reasons. While the smart dimension would need additional
investments in the grids in the near future, it will be difficult to include smart solutions in the
income frame, which again might lead to primarily investing in grid reinforcements. The economic
issue could be a major barrier for several DSOs in Sweden, the coming 10-15 years.

For the DSOs in UNITED-GRID, we see that with the changing roles of the DSO and the demand for more
flexibility, there is more and more discussion about the DSO’s income regulation.
DSOs are still required by their existing national legislations to connect end users to the grid, to maintain
the grid, to make sure that the networks remain reliable and to provide a secure power supply. In the
meantime, we see that the role of the DSO is changing and there is an increasing demand for flexibility and
smart grid solutions.
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From a smart grid perspective, simply replacing or expanding the existing infrastructure is no longer
sufficient. However, since the DSO’s act on a monopolistic market without competition and are likely to
continue to earn regulated income for owning and maintaining the electricity distribution networks, they
may advocate more capacity to be built and owned. We see that the income regulations do not always take
into account the most energy and cost efficient solutions and could even hamper the affordability of the
energy supply. This could result in negative consequences for the maintenance and development of the
DSOs’ grids in the coming years.
Identifying the best solutions for a more efficient working of the system as a whole requires a deep
understanding of the impact of the different options on the distribution networks. Technical and economic
assessments of alternative investments to grid expansion require a detailed knowledge of the networks and
of the context in which they are operated. Such knowledge is also necessary to evaluate the viability of
replicating and scaling up pilot experiences already implemented in Europe [14]. Regulatory sandboxes
could be a way of testing new regulatory frameworks.
The regulatory framework for DSO income regulation is therefore an important parameter that has to be
taken into account when developing future business models for DSO’s. Now that these barriers have been
identified, they will be further examined in task 2.5 (Development and specification of viable business
models in future intelligent distribution grids), which will analyze how regulatory changes, the developed
scenarios (task 2.2) and the market proposed in task 4.2 will impact the DSO business and the electricity
market value chain. The analysis will also identify which services are needed to be available for the DSO to
be able to handle a safe and secure grid operation in different scenarios, and how these services are
included in the business models.

3.4

A new active role for the DSO in the electricity markets

The new Electricity Market design [10]-[11] will formalise the ongoing changes in the electricity markets
and it aims at enhancing current market rules in order to create a level-playing field among all generation
technologies and resources by removing existing market distortions. It addresses rules that discriminate
between resources and it stresses that all market participants will bear financial responsibility for
imbalances caused on the grid and all resources will be remunerated in the market on equal terms. DSOs in
Europe will need to play a more active role in developing, managing and operating their networks but they
have to perform a neutral market facilitating role (e.g. by avoiding ownership of electrical storage and EV
charging infrastructure). DSOs are at the crossroad of ensuring a reliable and efficient system operation and
to benefit from distributed energy resources by optimising the use of existing distribution grids and
deferring new investments while facilitating new markets, accessing flexibility services in a technology
neutral manner to ensure that the most efficient resources are utilized first.
Despite the transformation of the role of DSOs, they remain regulated and need to have clearly defined
roles and responsibilities. Further, to enable DSOs to interact with DERs and to procure flexibility services
from them, appropriate regulatory frameworks must be developed. These mechanisms should not only focus
on developing technical specifications and amending grid codes, but also should they aim at encouraging
innovation by DSOs. The new regulatory models can therefore include new revenue models and price
structures for network tariffs while providing incentives to these operators for innovation.
An important task of the DSO in this will be the development of a ‘network development plan’ that they
will have to publish at least every two years. It shall provide transparency on the medium and long-term
flexibility services needed, contain the planned investments for the next five to ten years, with particular
emphasis on the main distribution infrastructure which is required in order to connect new generation
capacity and new loads including re-charging points for electric vehicles. The network development plan
shall also include the use of demand response, energy efficiency, energy storage facilities or other
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resources that the DSO is using as an alternative to system expansion. This duty is not mandatory for DSOs
serving less than 100,000 customers.
In general, the DSOs seem to struggle with this changing task and the fact that the national regulation is
not in place yet.




In Sweden, at this moment there is still a general lack of regulations and incentives for smart grid
development, apart from installation of smart meters, where the 2nd generation will be installed
latest in 2025 and the plans for the central data hub. Tests are being made on microgrid
development and presently evaluated, e.g. at Chalmers in Goteborg. EON has established a local
energy community in the south of Sweden (Simris). Some DSOs implemented already in 2009-10,
remotely controlled and remotely hourly reading of end users’ meters. Since 2012, customers can
order hourly electricity tariffs from their retailer. DSOs already know that they will get new
responsibilities when solar PVs and charging of electric vehicles become frequent in the future and
that there will most likely be flexible tariffs. But at the moment there is a lack of incentives for
creating a market for grid services like aggregators, and a lack of regulations for aggregators and
for storage. Automatic control of flexible mechanisms like solar PVs and charging of electric
vehicles are necessary. This control can lead to reduced congestion in the grid, a desirable power
control and also reduced costs for the DSO and postponement of investments.
According to the Energy Agenda of the Netherlands, the DSOs’ function of the network should
change as more users start producing their own electricity. However, the role of DSO in smart
management is currently limited due to some policies and regulations, although there are many
smart grid pilots.
On the basis of the E-Act provision, the ACM (Authority for Consumers & Markets) adopted: (1) the
Tariff Code, setting out rules on network rates; (2) various technical codes, such as the Network
Code (rules for network operation, transmission and connection), (3) the Measurement Code (rules
on the measurement and exchange of data) and the System Code (rules regarding system services);
and the Information Code, which specifies the responsibilities of market participants on exchanging
information.
The Smart Grids Knowledge & Innovation Top Consortium (Top consortium Kennis & Innovative, TKI)
are formed within the top sector of Energy. A smart grids innovation contract was prepared prior to
the formation of the TKI for Smart Grids. The objectives of this contract are to get closer to the
objectives of the Top Sector of Energy for a clean, affordable, and reliable energy supply: (1)
reducing the costs for grid reinforcements; (2) 5% reduction of the energy consumption at end users
of smart grids; (3) increase in activities of the business community in that respect.
Experts are anticipating the large-scale use of smart grids from 2020. The business model assumes,
given an increasingly flexible energy supply, that end users and business will gain the freedom of
choice in the purchase and sale of energy and that they will obtain new products and services.
Specifically, this will concern new products and services in the field of energy management,
demand management, energy storage, integration of energy functions with residential functions,
and charging services for electric vehicles. The focus is on the development of these products and
services. In addition, the physical and virtual infrastructure will also be emphasised. The former
will pertain to, e.g. storage and sensors. The latter will concern, e.g. ICT, ICT architectures, smart
agents, and data mining methods. The innovation contract also devotes attention to the social and
institutional innovation required for sustainable energy supply with smart grids. Two calls for
projects have recently been put out.
At this moment, there are little options available for the DSO in terms of differentiated components
in the distribution tariff. The slow deployment of smart meters, especially for relatively small
customers such as residential customers, is hindering the participation of the demand-side in smart
grid applications. There is no law for an aggregator to participate independently in the wholesale
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market. However, an aggregator can trade his portfolio in the electricity market via the third
party, referred to as balance responsible party. Currently, there are only a few companies that
have licenses as balance responsible parties. To become a BRP, you have to comply a tough rules
and regulations from Tennet (TSO). So, not everybody can easily registered as BRP. Domestic, small
and residential customers have no direct connection with BRPs and mostly they are not aware of
them as well. There is also no available platform (not even as a conceptual design) to enable the
provision of ancillary services at the local level and the proper communication between system
users, market parties and grid operators.
In September 2013, the French President of the Republic launched the "Intelligent Electrical
Networks" plan in France. The CRE (National Energy Regulatory Commission) published
recommendations for the development of legal, technical and economic frameworks for the
development of low-voltage intelligent electrical networks. These first recommendations aim to:
(1) encourage the development of new services for users of public low-voltage distribution
networks, (2) increase the performance of public low-voltage electricity distribution networks and
(3) contribute to the overall performance of the electrical system.
At this moment, the DSO in France doesn’t do the balancing of the grid but rather plays a passive
role. Only the TSO manages the market for balancing demand and supply.
Today, the majority of smart grid projects are R & D projects, with few examples of massive
deployment. However, the consensus is that funding needs are considerable. In that perspective,
investments must be careful. It would appear that progressive deployments can better control costs
and capitalize on learning effects, compared to massive deployment plans. It is thus essential to
reduce uncertainty through effective stakeholder cooperation.
From a more technical point of view, one of the first steps for the grid to become smart is the
analysis of the needs for smart meters. Considering the full deployment in cities, it becomes
essential to define who can support this investment. The possible obstacle resulting from that is the
high cost of investments in the field of smart innovation.
Another point is on the services provided to consumers. Today electrical bills are done through an
estimated value which is controlled only two times in a year. Smart meters should allow making a
precise energy consumption bill day by day, minutes by minutes, which is for everybody a mean to
make a better forecasting of its consumptions. Moreover, in order to promote consumers'
knowledge of the use of their installation, CRE asks DSOs to give consumers access to know the
allocation to each time slot and, the typical uses associated with its. In order to make the best use
of the potential of advanced counting systems, consumers should be able to easily modify this
allocation.

Making the market system more flexible as is required by the new market rules, is a policy question and not
directly the task of the DSO, although the tasks and roles of the DSO will change dramatically in this aspect.
But for the DSO, the main concern is that the regulations are at this moment not in place yet, which raises
a lot of uncertainty, or that the impact of the regulations is unclear to the DSOs. Clear incentives, business
models for developing flexibility services and technical rules are needed.
For example, some flexibility services are now being sold to the DSOs, but by changing the regulations,
these current business cases from third parties can change quickly, which has an impact on the DSO. The
DSOs also fear that specific incentives from the market will favour certain solutions and that they are not
allowed to manage the network as they think is most optimal. For example, the market could favour
investments at the short term, in the disadvantage of long-term solutions, or in certain cases activation of
flexibility by other market parties and other system operators can lead to issues for DSOs (for example grid
congestion), which increases the challenges that the DSO has to manage. DSOs also fear that they don’t
have access to flexibility for their own use.
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The need for flexibility will also require an improvement in the level of digitalization of the power grid and
will have an impact on the architecture of future active distribution grids. Some of the scenarios that will
be described in task 2.2 rely heavily on a highly automated systems and large developments in metering
and control technologies. UNITED-GRID solutions will be adapted and integrated to connect to these new
energy markets and new services and new actors on the grid will lead to strong interoperability, security
and performance requirements (e.g. through distributed smart nodes).
It can be concluded that flexibility is gradually emerging, and each moment the DSO will have to find a
solution. These solutions have to take into account the described changes at European and national level
and will have to include technical upgrades of the grid architecture as well as new operation models to
accommodate flexible demand and production by end-users (which will be supported by the tasks 2.5 on
viable business models, task 4.3 on the design of a market framework and task 4.5 on grid tariffs). These
outputs will be part of the step-by-step guidelines to support the DSOs in the three countries.

3.5

Ownership of storage devices and incentivizing the use of storage
services

In the future, the distribution grid has to become more flexible and the DSOs have to procure services from
resources such as distributed generation, demand response or storage and consider energy efficiency
measures, when such services cost-effectively supplant the need to upgrade or replace electricity capacity
and which support the efficient and secure operation of the distribution system. The relevance of storage is
even increasing, for example there will be a specific emphasis on the seasonal dimension of storage.
At this moment, Member States approach the unbundling of storage in a different way.






In the Netherlands, DSOs are not allowed to have storages except for the solution of the power
quality problems. The Dutch minister can allow the grid operator to own a battery only to cover
security of supply. However, there is an exemption to have a regulatory sandbox, as long as the
number of customers is limited.
In Sweden, DSOs are not allowed to act on the electricity market and are hence not allowed to
operate e.g. storages. With an electrical system increasingly depending on intermittent production
(solar and wind), it will become more and more important to control the grid and to use it in an
optimal way. Here, storages could be a tool. In the present legal world, DSO should turn to the
market for acquiring such services. The problem is that this market is practically non-existing, so
far. If the DSO doesn’t find an appropriate service on the market, it is allowed to install its own
storage for balancing its grid, for five years. After these five years, it should be analyzed whether
there is such a market established, or not. If it is, the DSO is not allowed to continue using its own
storage. If not, the DSO may continue using its storage.
DSOs in France cannot operate storage systems, only in some R&D projects (demonstrators Venteea,
Nice Grid).

According to the new Electricity Market Directive [10], DSOs shall not be allowed to own, develop, manage
or operate energy storage facilities. Storage services should be market-based and competitive. Such
restriction on storage facilities ownership is to prevent distortion of competition, eliminate the risk of
discrimination, safeguard fair access to storage services to all market participants and to foster effective
and efficient use of storage facilities, beyond the operation of the distribution or transmission system. Only
under certain conditions, a derogation can be allowed to own, develop, manage or operate energy storage
facilities which are fully integrated network components: if no other parties can deliver those services and
if such facilities are necessary for the DSOs to fulfil their obligations for the efficient, reliable and secure
operation of the distribution system and they are not used to buy or sell electricity in the electricity
markets. Where energy storage facilities are fully integrated network components not used for balancing or
congestion management, they should not be subject, under the approval of the national regulatory
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authority, to the same strict limitations for network operators to own, develop, manage or operate these
facilities. Fully integrated network components can include facilities such as capacitors or fly-wheels which
can provide important services for network security and reliability, and can contribute to allowing for
synchronisation between different parts of the system.
For the DSO, a lot will depend on the specific interpretation and transposition of this legislation. The DSOs
in UNITED-GRID are not only worried about not (always) being able to own storage. They understand that
they should turn to the market for acquiring those services. However, as long as this market is non-existing,
there is a regulatory gap that they have to cover.
The goal of the new market design is that the DSO should be enabled and incentivised to use services from
distributed energy resources such as demand response and energy storage, based on market procedures.
DSOs shall procure these services according to transparent, non-discriminatory and market-based
procedures (unless regulatory authorities have established that the procurement of such services is
economically not efficient or if this leads to severe market distortions or to higher congestions).
So the way on how to incentivize them will be important in the next years, and this will be part of the
regulatory implantation in the member states and it will be an important side condition when developing
the business and market models in UNITED-GRID.
Similar discussions are going on in the field of electric vehicles, where DSOs are not allowed to own or
manage recharging points.

3.6

Legally processing and using personal data from intelligent metering

An important part of the distribution management system is the smart meters. The European legislation
supports the roll-out of smart grids and smart meters across the EU by stating that the Member States must
make an economic assessment of the implementation of smart meters and that if it turns out positively, an
implementation plan has to be provided.
In the new market design smart meters will play an even more important role by facilitating consumers in
changing their consumption patterns and offering their flexibility. The new legislation therefore states that
where Member States have implemented the deployment of smart metering systems, time differentiated
network tariffs shall be considered and, where appropriate, may be introduced, reflecting the use of the
network, in a transparent, cost-efficient and foreseeable way for the consumer. Consumers should be
enabled to participate in all forms of demand response and therefore should have the possibility to benefit
from the full roll-out of smart metering systems, and in cases where such a roll out has been negatively
assessed, they should be able to opt for having a smart metering system and a dynamic electricity pricing
contract.
A duty that Member States have is to guarantee that all actors have access to the correct data. Customers
have at their disposal their consumption data and can give any registered supply undertaking access. The
party responsible for data management shall be obliged to give those data to the undertaking. The DSOs on
their side should maintain confidentiality of the data revealed during data processing.
It is also important that interoperability is a reality with respect to smart meters, which can enable
supplier switching, when indicated by the customers. Interoperability is also of great importance for a
common data format and for enabling the assessment of meter data.
Although European legislation sets the framework for the implementation and use of smart meters, the
specific regulatory arrangements, the technical and commercial interoperability, data privacy issues and
the minimum range of operations of smart meters are all largely dependent on the Member States.


Already in 2009, DSOs in Sweden started to install the first generation of smart meters. By 1
January 2025, there is a law stating that smart meters should be installed for all electricity
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customers in the country. The meters should have a standardised output connection, where the
customer should be able to extract its electricity consumption information in near real time. Since
2012, customers can order hourly electricity tariffs from their retailer. A governmental proposal on
revised regulation of meter performance is presently being remitted. It should come into force in
2025. Examples of proposed meter performance: 15 min reading, an open interface for the
customer to use, remote upgrade of meter software etc.
Today, the DSOs collect the data metering info. In a 2021, a ”trader-centric-model” will be
introduced on the electricity market. It means that the TSO Svenska Kraftnät will establish a
central data hub, where all metering data should be collected. All DSOs should hence report their
data to this hub. Another consequence is that the customers should always turn to their electricity
traders for daily questions like invoice topics, registration for changing flats, etc. Only
exceptionally, the customers turn to the DSO, i.e. for a request for a new grid connection or for
interruption information. The DSO will end up “one step behind” the trader. The customers will by
then just receive one invoice, not two invoices (grid fee and kWh fee) like today. All payments go
to the trader, and the grid fee is then transferred further to the DSO. The DSOs will hence loose
parts of the customer contacts because of the introduction of this model and be depending on the
traders’ economic behaviour. One reason for introducing the data hub is that various service
providers should have access to the metering information, in order to be able to create and offer
different kinds of services to the customers. An important condition is that the customer first has to
authorise the service provider to get hold of the customer’s data.
In the Netherlands, there are currently 600,000 smart meters installed in households and there are
targets in effect to have all small customers´ homes supplied with a smart meter by 2020. Suppliers
are responsible for the collection and validation of the data but DSOs have full responsibility for
managing and owning the meters for small customers. The market reference model on options of
handling smart meter data is that of a (regulated) independent central communication platform,
i.e. the EDSN, a central data platform owned by network operators. The Dutch Smart Meter
Requirements (DSMR) and its companion standards lay down the specifications of smart meters. The
DSMR specifies that smart meters record and stores the following measurements, for both the DSO
and the customer to retrieve them. EDSN ensures that only authorized parties receive and send
data. EDSN certifies Measuring technology Independent Services Provider (Onafhankelijke Diensten
Aanbieder (ODA) in Dutch). The TSO TenneT has the ambition to play a bigger role in the area of
smart meter data access. The Association of Dutch Energy Data Exchange (NEDU) is also involved, as
well as the Ministry of Economic Affairs regarding the appointment of a data-hub manager at
TenneT.
According to the Dutch regulation, people could refuse installation and, if a smart meter had
already been installed, they would be able to have it ‘administratively turned off’. The regulation
restricts on the collection, storage, and forwarding of metering data without an explicit consumer
consent. Even then only 15 minute or daily aggregated data can be shared. The resolution of 15
min. readings is too long to support contributions within an ISP, whereas the one day delay in
accessing the data might hinder the provision of services close to real-time operations. In 2017,
around 10% of consumers refused installation of smart meters and 2% had them turned off
administratively [15]. The code of conduct of Dutch DSOs makes a distinction between privacysensitive metering data and metering data that has no impact on consumer privacy. Only the actual
energy usage readings and the power quality (as opposed to voltage quality) readings are privacysensitive.
For instance, a remotely operated off-switch in a smart meter is considered privacy-sensitive.
Although it can be convenient, it is also a security risk because attackers might abuse it to
disconnect households or cause serious chaos by disconnecting hospitals and police stations. That is
why, the remotely operated off-switch function is not installed or activated in the Netherlands.
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Moreover, a Dutch DSO should have an additional access control checks, such that customer-specific
information has to be supplied by an ISP or energy supplier to the DSO as proof that customers have
given permission to access their data. Therefore, the ISPs and energy suppliers should perform
stronger verification of a customer’s identity. Currently there is no fully-approved standard of
performing this authentication, however it is under discussion.
Currently, customers can access their consumption data via a DSO web portal, with quarter-hourly
readings available one day after consumption. In 2017 small customers got the option to switch
from profile-based allocation to electronic meter based allocation. Next, the profile-based
allocation system will be gradually phased out.
At this moment, as a result of the issues with real-time monitoring of consumers’ electricity
consumption that involves privacy-sensitive data, the mandatory introduction of smart meters has
been stopped by the Lower House of the Dutch Parliament. The slow deployment of smart meters,
especially for residential customers, is hindering the participation of the demand-side in smart grid
applications.
In France, the implementation of smart meters by public DSOs is framed by several laws and
regulations like the order of 4 January 2012 issued from Article 4 of Decree No 2010-1022 of 31
August 2010: “The metering devices used by public DSO at points for connecting users to lowvoltage (LV) public networks and from powers less than or equal to 36 kVA shall be capable of
measuring and recording the three times: time, half-hourly, ten minutes and the maximum value of
the power consumption. In the event of an injection, the counting devices also measure and record
the measurement curve, as well as the maximum value of the power injected.” The metering
devices put in place by the operators of public electricity networks must be interoperable and must
allow in particular: (1) downstream of the meter, energy suppliers, service operators or equipment
to provide network users communication equipment that is identical throughout the country,
allowing direct access to the data via the local communication interface, (2) upstream of the
information systems of the network operators, where energy providers can recover the customer's
metering data through standardized data exchanges throughout the national territory. DSOs have to
study the setting up of interfaces to make available to the authorities responsible for the
distribution of electricity the data collected they are required to communicate. The CRE asks DSOs
to study the development of interfaces to make data freely available to anyone who wishes it
available dynamically.
There are several expected benefits from Smart Meters but it has to be noted that the amount of
data to be processed considering RES from multiple prosumers along with data from residential
buildings, as well as fault detection data on the grid, are quite a challenge in term of normalization
and harmonization.
Smart meters also need to be optimized, since the French DSOs are on one forced to install the
smart meters but they don’t always know how to valorize the data. This is a big concern, since the
high cost of the metering system is not reflected in the benefits. DSOs tends to mutualize the
metering system (having one central system that collect all the smart meters data from several
DSO) to save costs, which could lead security issues or data confidentiality problems. To protect
the data they process, the CRE recommends that Smart Grid project implementers, with the
support of the CNIL, carry out impact assessments in line with the data protection impact
assessment model for Smart grids and smart metering systems being prepared at European level.

Technically, the roll out of smart meters has been accomplished fully in Sweden and it is planned in France
by the end of 2024 and in the Netherlands by 2020. However, we also see that the deployment of smart
meters is slow because of regulatory issues and that this is hindering the participation of the demand-side
in smart grid applications.
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Specifically, data collection and data privacy are treated differently in the three countries and can in some
cases result in an inefficient use and implementation of the smart meter data. The proper functioning of
smart meters requires that a significant amount of sensing data will be collected and processed by eligible
parties and made available to entitled stakeholders. This generates data protection challenges and creates
new risks for the data subjects with a potential impact in areas (e.g. price discrimination, profiling,
household security) previously absent in the energy sector.
The problem is the regulatory obligations and constraints at the level of the DSO. On one hand, DSOs are
legally obliged to provide secure, reliable and (cost-) efficient electricity networks, which includes certain
activities of network monitoring. But on the other hand they also have to respect the privacy of customers.
The privacy of customers is part of the GDPR regulation [12]. According to the GDPR, DSOs will be, or are
already involved in the processing of Personal Data originated from Smart Grids or Smart Metering Systems.
DSOs will have detailed information on the status of network components, generators connected to the
network and energy flows throughout the network. This information should be shared on an as needed basis
to fulfil regulated duties with service providers like distributed generation operators and aggregators. In
most Member States one of the roles assigned to the DSOs is the role of the metering data hub where all
the relevant Personal Data and non-Personal Data is stored and managed. The DSO can only process
personal data if having a legitimate interest for processing, for example, if it is necessary for the DSO to
perform its other legal obligations. Therefore they must minimize their processing activities as much as
possible, define the right monitoring accuracy and cannot go beyond the purpose for which the data have
been collected. This can be based on an impact assessment, the Data Protection Impact Assessment (DPIA)
for Smart Grid and Smart Metering Systems. A sound Data Protection Impact Assessment facilitates data
protection by design and complements risk management processes and it is addressed to Smart Grid
operators (including DSOs).
The GDPR requires the Data Controller to conduct a DPIA when the type of processing is likely to result a
high risk to the rights and freedoms of natural persons - especially caused by using new technologies, and
taking into account the nature, scope, context and purpose of the processing. The template defines the
necessary process steps to find appropriate controls attributed by examples of controls measures and helps
to monitor Smart Grid application from the start. Data Controllers in the Smart Grid environment that apply
the Template may take competitive advantage by providing trust and gaining reputation for their
commitment to Personal Data Protection.
DSOs therefore will need to find a balance between both interests (providing secure, reliable and (cost-)
efficient electricity networks and respecting customers’ privacy) resulting in a legally feasible outcome
with the lowest monitoring error margin (highest data quality) and reasonable costs for installing
measurement equipment [16].
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4

Conclusions

This report summarises the latest developments in the European regulatory framework around energy and
climate goals, electricity networks, smart grids, data protection and digitalisation based on literature study
of the relevant regulatory documents. While some of these frameworks have been drafted years ago, their
actual transposition and implementation is still ongoing or will have effect in the near future. Moreover,
certain directives will have to be translated with a certain amount of freedom into national legislation.
These developments in regulation, policy and standards will have a direct impact on the DSO, both on the
technical level as on the business development of the DSO, which will both be further examined in UNITEDGRID. The developed guidelines will take these evolutions into account and will support the DSO in the path
towards active intelligent distribution grids with high levels of efficiency and reliability and minimal system
losses.
Based on the DSOs and other stakeholders in the project, 6 specific regulatory issues were determined that
are expected to have a significant on the current and future development of the DSOs in the three different
countries (Netherlands, France and Sweden).
The first issue is the impact of recent developments in EU climate strategies on the DSO and the
UNITED-GRID solutions. The European climate frameworks have a large impact on national and even
regional climate and energy strategies, but they also tend to change quickly. For example, the Clean
Energy for All Europeans Package resulted in 2018 in several revisions of existing directives and regulations,
which fixes new targets and forces member states to draft integrated national energy and climate plans.
This has an unprecedented impact on the distribution grids, with the need to integrate highly volatile and
decentralized generation, increased loads and capacity due to electrification of transport and heating and
cooling and increased electrification. One factor to certainly take into account is the increasing importance
of the effect of electric transport on the grid. The impact of the increase of intermittent decentralized RES
and new electric loads and the necessary grid requirements will be studied in the scenario analysis based on
the national targets and scenarios, which will then represent varied options for testing and implementation
in the demonstrators of the project.
The second aspect that was identified as a result of the impact of new European legislation and different
national policies in the three UNITED-GRID countries is the future role versus the income regulation of
the DSO. While new policies on electricity networks, markets and smart grids are being drafted that will
have a significant impact on the role of the future DSO, they remain regulated entities with highly
regulated incomes. In the DSOs in INITED-GRID, we see that with the changing roles of the DSO and the
demand for more flexibility, there is more and more discussion about the DSO’s income regulation, which
does not always take into account the most energy and cost-efficient solutions and could even hamper the
affordability of the energy supply. Identifying the best solutions requires a technical and economic
understanding of alternative investments, and managing the future multiple evolutions of the grids will
need a central solution (such as the UNITED-GRID solution) to optimize the costs. The regulatory framework
for DSO income regulation is also an important parameter that has to be taken into account when
developing future business models for DSO’s (task 2.5 - Development and specification of viable business
models in future intelligent distribution grids). Regulatory sandboxes could be a way of testing new
regulatory frameworks.
The new Electricity Market design aims at enhancing current market rules in order to create a level-playing
field among all generation technologies and resources by removing existing market distortions. A new
active role for the DSO in the electricity markets is needed, and this is a third challenge that the DSOs in
the project have identified. DSOs in Europe will need to play a more active role in developing, managing
and operating their networks while still being a neutral market facilitator. Clear Incentives, business
models for developing flexibility services and technical rules are needed but not yet in place. New
flexibility services are gradually emerging, forcing the DSOs to find new solutions continuously. These
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solutions have to take into account the described legislative changes and will have to include technical
upgrades of the grid architecture as well as new operation models to accommodate flexible demand and
production by end-users (which will be supported by the tasks 2.5 on viable business models, task 4.3 on
the design of a market framework and task 4.5 on grid tariffs). The need for flexibility will also require an
improvement in the level of digitalization of the power grid and will have an impact on the architecture of
future active distribution grids. UNITED-GRID solutions will be adapted and integrated to connect to these
new energy markets and new services and new actors on the grid will lead to strong interoperability,
control, security and performance requirements (e.g. through distributed smart nodes). These outputs will
be part of the step-by-step guidelines to support the DSOs in the three countries. Experiences gained in the
UNITED-GRID demo sites will feed in to policy recommendations aiming at the national and European level,
for example when DSOs fear that specific incentives from the market will favour certain solutions and that
they are not allowed to manage the network as they think is most optimal.
One of the specific concerns of the DSOs is the ownership of storage devices and incentivizing the use of
storage services. According to the new Electricity Market Directive, DSOs cannot own storage, because
those facilities should be market-based and competitive. For the DSO, a lot will depend on the specific
interpretation and transposition of this legislation. The DSOs in UNITED-GRID understand that they should
turn to the market for acquiring those services, however, as long as this market is non-existing, there is a
regulatory gap that they have to cover. So the way on how to incentivize them will be important in the next
years, and this will be part of the regulatory implantation in the member states and it will be an important
side condition when developing the business and market models in INITED-GRID. Interconnection of these
devices, that will be possible to be controlled, will be essential. Similar discussions are going on in the field
of the electric vehicles, where DSOs are not allowed to own or manage recharging points.
An important part of the distribution management systems are the smart meters. The European legislation
supports the roll-out of smart grids and smart meters across the EU and in the new market design smart
meters will play an even more important role by facilitating consumers in changing their consumption
patterns and offering their flexibility. A duty that Member States have is to guarantee that all actors have
access to the correct data. It is also important that interoperability is a reality with respect to smart
meters, which can enable supplier switching, when indicated by the customers. Technically, the roll out of
smart meters has been accomplished fully in Sweden and it is planned in France by end of 2024 and in the
Netherlands by 2020. However, we also see that the deployment of smart meters is slow because of
regulatory issues and that this is hindering the participation of the demand-side in smart grid applications.
Specifically, changing regulatory frameworks on legally processing and using personal data from
intelligent metering are important issues in the view of the DSO and can in some cases result in an
inefficient use and implementation of smart meters. On one hand, DSOs are legally obliged provide secure,
reliable and (cost-) efficient electricity networks, which includes certain activities of network monitoring.
But on the other hand they also have to respect the privacy of customers and therefore they must minimize
their processing activities as much as possible, define the right monitoring accuracy and cannot go beyond
the purpose for which the data have been collected. This has to be taken into account when developing
UNITED-GRID solutions.
The regulatory framework and the developments in regulation, policy and standards will change the
planning and operation of the DSO in the future, and it will have an impact on the UNITED‐GRID tool‐box
and business models that will be further validated in real‐life demonstration sites in the Netherlands,
France and Sweden.
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