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Deliverable abstract 

  

This deliverable summarizes the dissemination activities for Task 3.5 from WP3, titled: Adaptive and 

Continuous Intrusion and Anomaly Detection. As we discuss, a workshop was organized for the project 

members to discuss security and modern data analysis techniques such as data streaming. Aside for this 

workshop, originally planned when the United-Grid project was submitted, Chalmers’ partners, responsible 

for Task 3.5, have also reached a larger audience by disseminating the United-Grid project at the 2019 

European cyber security conference DIMVA. 

As we present in the following, 25 participants joined the cyber-security workshop organized by Chalmers’ 

partners. The workshop included several presentations, which touched security and state of the art data 

analysis paradigms such as data streaming, as well as a demonstration. The presentations were given by 

both members of the United-Grid consortium as well as by other researchers from Chalmers University. 

Aside for the presentation and demonstrations, the workshop also included group activities to stimulate 

and steer discussions. 

Copyright and legal notice 

The views expressed in this document are the sole responsibility of the authors and do not necessarily 

reflect the views or position of the European Commission. Neither the authors nor the UNITED-GRID 

Consortium are responsible for the use which might be made of the information contained in here. 
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Project overview 
 
UNITED-GRID aims to secure and optimise operation of the future intelligent distribution networks with 
unprecedented complexity caused by new distributed market actors along with emerging technologies such 
as renewable generation, energy storage, and demand resources. The project will provide integrated cyber-
physical solutions, while efficiently exploiting the opportunities provided by the new actors and technologies. 
The core deliverable is the UNITED-GRID tool-box that could be “plugged in” to the existing Distribution 
Management System (DMS) via a cross-platform for advanced energy management, grid-level control and 
protection. This cross-platform allows interoperability from inverter-based DERs up to the distribution grid 
at the low and medium voltage levels, thus going beyond the state-of-the-art to optimise operation of the 
grid with real-time control solutions in a high level of automation and cyber-physical security. 
 
The project has genuine ambitions to create impacts and to enhance the position of European member states 
in the development of smart grids. The core elements in this quest are: 
 

• Proof-of-concept and demonstration: Developed UNITED-GRID tool-box and business models will be 
validated in real-life demonstration sites in Netherlands, France and Sweden which cover a majority of 
European market conditions. At the sites, UNITED-GRID will demonstrate the capabilities of intelligent 
distribution grids hosting more than 80% renewables by incorporating the advanced optimisation, control 
and protection tool-box, which are supported by real-time measurement systems. Such technologies with 
TRL in a range of 3-4 will be matured via the demonstrations up to TRL level 5-6 to address 
comprehensively compatibility and interoperability issues. 

• Pathways: Upon request by directly involved stakeholders such as distribution system operators (DSOs), 
energy suppliers, UNITED-GRID will develop pathways that will step-by-step guide in the transition from 
the passive distribution grids of today to the active and intelligent distribution grids of tomorrow. The 
pathways incorporate technical as well as non-technical considerations such as cost-benefit, 
investments, business models, end-user privacy and acceptance.  

• Use and deployment: UNITED-GRID will nourish and firmly support the utilisation and exploitation of 
technologies, tools, and services in distribution grids by integrating the inherent innovation chain of the 
partners and their networks with EU such as KIC InnoEnergy and SSERR.  

 

Consortium 
 

   

 
 

 

   

 
 

 

 
 

  



4 
 

  

This project has received funding from the European 

Community’s Horizon 2020 Framework Programme 

under grant agreement 773717 

  



5 
 

  

This project has received funding from the European 

Community’s Horizon 2020 Framework Programme 

under grant agreement 773717 

Table of Contents 
Version history ...............................................................................................................2 

Deliverable abstract .........................................................................................................2 

Project overview .............................................................................................................3 

Consortium ...................................................................................................................3 

Table of Contents ............................................................................................................5 

1 Introduction .............................................................................................................7 

 Optimizing the impact by organizing two conferences / workshops .....................................7 

 The DIMVA conference ..........................................................................................8 

1.2.1 Summary and objectives .....................................................................................8 

1.2.2 Dissemination strategy .......................................................................................8 

 Cyber security workshop ........................................................................................9 

1.3.1 Summary and objectives .....................................................................................9 

1.3.2 Dissemination strategy .......................................................................................9 

 Outline of report ............................................................................................... 10 

2 Designing the program  for the workshop ......................................................................... 11 

 Goals and Implementation.................................................................................... 11 

 The final program and its parts .............................................................................. 12 

3 Ensuring active participation ........................................................................................ 15 

 Overview ........................................................................................................ 15 

 Forming groups ................................................................................................. 16 

 Discussion 1: “Introductions & Getting to know each other” ............................................ 16 

 Discussion 2: “Cyber security and your organization” .................................................... 16 

 Discussion 3 and 4: “Reflection on activities in United Grid and the workshop” ..................... 17 

4 Short summary of presentations .................................................................................... 19 

 Welcome and organization ................................................................................... 19 

 A cyber security primer ....................................................................................... 19 

 Data streaming: a paradigm for efficient data analysis in cyber-physical systems ................... 20 

 Adaptive digitaI power systems .............................................................................. 20 

 Intrusion detection for critical infrastructure ............................................................. 20 

 Fine-grained data streaming provenance in cyber-physical systems ................................... 21 

 Improving the processing throughput of network intrusion detection systems ....................... 21 

 Blockchain transactions for low-power IoT................................................................. 21 

 Hacking the power grid as a research method ............................................................. 22 

 A study of redundancy and cybersecurity principles and their applicability to smart grids ........ 22 

 Cyber security meeting with data streaming (for smart grid networks) ............................... 23 

 Cybersecurity for critical infrastructure: a case study on the smart grid ............................. 23 

 Summary ........................................................................................................ 24 



6 
 

  

This project has received funding from the European 

Community’s Horizon 2020 Framework Programme 

under grant agreement 773717 

5 Discussion .............................................................................................................. 25 

 Outcome ........................................................................................................ 25 

 Quotes / Comments / Feedback ............................................................................. 25 

6 Conclusion ............................................................................................................. 27 

 



 
 

   
 

   

Coordinating entity: Chalmers University of Technology 

Internet: http://united-grid.eu 

Email: info@united-grid.eu  

This project has received funding from the European 

Community’s Horizon 2020 Framework Programme under 

grant agreement 773717 

1 Introduction 

This deliverable D3.6 summarizes part of the work of Task 3.5 of the United Grid project describing the 

organization of conference / workshop to bring cyber security in the smart grid to a larger audience, as well 

as learning more of the challenges different organizations are faced with when it comes to cyber security. In 

this section, we describe the overall objectives and why we choose to  offer a single workshop and an 

additional event by  co-organizing a larger public conference. 

 Optimizing the impact by organizing two conferences / workshops 

The overall objective of the planned workshop was the following.  

• Have it as a vehicle for outreach beyond the members of the consortium 

o Gain interest outside the consortium 

o Bring the larger problems to the research community, and 

o Specifically highlight goals of the United Grid project to a larger audience 

• Use the workshop as an enabler within the consortium 

o To reach people with little cyber security knowledge to increase their awareness 

o To better understand the needs of security among the partners, and 

o To discuss United Grid specific results in the form of deliverables 

The task members very early started to investigate how to maximize the impact of the objectives. Members 

realized this could be done not only with the aforementioned project-specific workshop, but also achieved 

(with larger audience) by co-organizing a larger public event with a wider focus to allow for outreach to a 

larger audience.  

We identified the European cyber security conference DIMVA (https://www.dimva.org/) as a good target for 

the first objective. The second objective could then be fulfilled by a more United Grid-focused workshop.  

Below we give an overview of these two conferences / workshops. In the rest of the deliverable, we then 

concentrate on the locally arranged workshop and its results.  

http://united-grid.eu/
mailto:info@united-grid.eu
https://www.dimva.org/
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 The DIMVA conference 

1.2.1 Summary and objectives 

DIMVA is a yearly European conference focused on cyber security. DIMVA 

is organized by the special interest group Security – Intrusion Detection 

and Response (SIDAR) of the German Informatics Society (GI). They in 

turn contact a potential general chair (for organizing the conference) and 

a program chair (to set the scientific program).  

DIMVA is a scientific conference, meaning that within its scope, people 

can submit research results that are then peer-reviewed and may be 

chosen to appear in the proceedings. The proceedings are published by 

Springer and appear in the “Lecture Notes in Computer Science” (LNCS) 

series. DIMVA was seen as a good venue given the objectives of United 

Grid, as one of the goals of this conference is to bring together experts 

from academia, industry and government.  

Hence, DIMVA 2019 was organized in Gothenburg, Sweden, as a public two-day event. A representative from 

Task 3.5 served as the general chair for DIMVA 2019. About 70 participants came to participate in the event, 

present their research work and interact with others at the conference.  

The full program can be seen at https://www.dimva2019.org/program/. As DIMVA is a peer-reviewed 

conference focused on security, not all papers directly touch on issues related to the work done in United 

Grid. However, several of the research articles discuss critical infrastructures from a broader sense. 

1.2.2 Dissemination strategy 

One of the goals of co-organizing the DIMVA conference was to have a broad dissemination of the existence 

of United Grid, and to explain some of the current ongoing work. Given that this is a yearly 

academic conference, there are already methods for the dissemination of DIMVA to a large 

audience. We could use these also for DIMVA 2019 and the organization contained a 

specific person responsible for the outreach activities.  

To highlight United Grid, we added its logo with a link to the United Grid home page as a 

co-sponsor on the DIMVA page. Thus, anyone who visited the web site would be able to 

read more about United Grid.  

We also targeted out sponsoring agreements to include organizations that would touch on 

the topic area of United Grid. As an example, the Swedish Grid prioritizes cyber security 

in their work and they were a sponsor of DIMVA 2019. The Swedish grid could then in their 

communication highlight the need for cyber security by pointing to DIMVA, and we could 

also prime discussions about security by stating that important organizations such as the 

Swedish Grid highlights this issue.  

Finally, among all the participants at DIMVA we handed out an information leaflet about United Grid and its 

goals.  

https://www.dimva2019.org/program/
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 Cyber security workshop 

1.3.1 Summary and objectives 

To complement the DIMVA conference, we also planned and organized the workshop as promised in the 

proposal for the consortium. Organizing the workshop ourselves, we could control the format to mix one-way 

communication through lectures, with discussion sessions among participants of different security skills and 

organizational backgrounds. 

Hence, the United Grid Cyber Security Workshop took place as a one-day event on December 2 with about 25 

participants. This was organized next to a regular project meeting for United Grid to ease the traveling for 

partners that were willing to participate.  

The goals with the workshop were the following. 

• A better understanding of needs and biggest worries of cyber security for the smart grid.  

• Let partners from different organizations of United Grid (and a few other external projects / 

people) meet and discuss cyber security needs / non-needs. 

• Gain a better understanding of the needs of the partners of United Grid, understand the activities 

of different actors, promising technologies for the future, etc. 

One of the concrete goals was to bring lessons learned back to the host organizations of the participants of 

the workshop.  

It was deemed that introductory lectures, latest research results, and specific United Grid activities would 

be mixed with discussions among the participants along a structured framework. Thus, one of the outcomes 

should be that people learn from each other and not just from the presenters. 

To increase the potential impact, the task leaders also involved others in the organization of the workshop 

by setting the agenda and the dissemination strategy.  

• From Chalmers: Magnus Almgren, Ismail Butun, Vincenzo Gulisano, Marina Papatriantafilou 

• From RISE: Angelica Afzelius, Joni Rossi, Behrooz Sangchoolie 

• From Forescout: Daniel dos Santos 

1.3.2 Dissemination strategy 

We set out to primarly reach people within United Grid, but we also complemented this dissemination with 

specific outreach activities to key people in other organizations. To increase the impact of the dissemination 

we also teamed up with a Swedish national research project, RICS, to co-organize the workshop. 

The organization committee set the following people to be beneficial to attend the workshop. 

• United Grid members 

o The project specific dissemination channels were used to announce the workshop. The date 

was set as to coincide with a regular project meeting to optimize for participation and to 

minimize overhead in traveling to a specific event. 

• DSO:s 

o Contacted by specific outreach activities to key people as identified in the project.  

• Other important actors 

o This included representatives for the Swedish Grid, the governmental agency “Civil 

Contingency Agency”, researchers with related projects, related H2020 projects, etc. 

o Key people were contacted directly to invite them to the workshop. 
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 Outline of report 

The DIMVA conference was a standardized peer-review conference for United Grid to gain visibility among 

European researchers. The material and organization is further described at the dedicated web site for the 

conference: https://www.dimva2019.org/. The rest of the report will focus on the “United Grid Cyber 

Security Workshop”. 

In Chapter 2 we explain how the program for the cyber security workshop was set, and the considerations 

going into the different sections of the program given the goals outlined in this chapter. Chapter 3 explains 

in detail how we achieved active participation in the workshop and, for example, how we could maximize 

the impact by asking participants to formulate their own dissemination strategy in their own organization 

after the end of the workshop. In Chapter 4 we summarize the presentation of the program. This is 

followed by a discussion of the outcomes of the workshop in Chapter 5. Chapter 6 concludes the 

deliverable.  

 

https://www.dimva2019.org/


 
 

   
 

   

Coordinating entity: Chalmers University of Technology 

Internet: http://united-grid.eu 

Email: info@united-grid.eu  

This project has received funding from the European 

Community’s Horizon 2020 Framework Programme under 

grant agreement 773717 

2 Workshop planning: program 

and presentations 

As the participants for the workshop came with very different backgrounds and expectations, it was important 

to design the program to allow for novices in security while still giving interesting research presentations to 

more advanced listeners. These requirements challenged the actual speakers in their presentations, and also 

created challenges in designing a flexible and dynamic program where everyone would find his/her piece and 

be able to contribute. In this section we describe the planning that went into the design of the program. 

 Goals and Implementation 

As described in Section 1.3.1 we (the members of task 3.5) had very specific goals with the workshop. Not 

only should every participant learn from the workshop regardless of their experience of cyber security, but 

people should learn from each other based on their role in the organization and we should be able to collect 

data back to the plenary group and potentially, in a longer perspective, used in the United Grid consortium 

as well as the organizations of the participants.  

Simply, we set out to do the following.  

1. Bring together a diverse set of people.  

2. Let them discuss in groups 

3. Prime the discussion with presentations 

a. Foundations; for everyone to share a common ground upon which to build the following 

discussions 

b. Current research directions 

c. Details of United Grid 

d. Outlook in European research / projects 

The first step is described in Section 1.3.2 when we discuss the dissemination strategy, as it was important 

to have a set of key players for the workshop.  

The second step was significant for the workshop to achieve the objectives, but required a framework to 

prime the discussions. As people have different backgrounds and different roles in their organizations, we 

needed to make sure that the discussions would build on a common ground, with all participants having a 

basic knowledge of cyber security, streaming, and current attacks against electrical grids. The form and the 

details of the actual discussions are further discussed in Section 3.  

As the third step, we took the effort to build on four different types of presentations:  

• Foundations / Introductions to bring all to the same page,  

• More advanced / Current research directions to let people see possibilities and also give interesting 

materials to the experts in the audience,  

http://united-grid.eu/
mailto:info@united-grid.eu
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• United-Grid specific material, to show other parts of the consortium what we build as well as the 

outsiders invited to the workshop, and finally  

• a research outlook with a significant project from H2020.  

 The final program and its parts 

The final program is shown in Figure 1, in the form of the colorful program outline that we gave to the 

participants of the workshop. As it can be seen in the figure, the program contains three different sessions, 

each containing different types of slots/presentations. We started with a general introduction. This was then 

followed by a discussion of the program, the goals, the methodology of the day, and a first discussion in 

smaller groups. We then introduced cyber security and data streaming, especially with the smart grid as a 

target. Over lunch, we had five shorter presentations of ongoing research relevant for cyber security and 

data streaming. After lunch, an invited representative from a security-focused H2020 project presented the 

activities within the project “The Energy Shield”. We then presented the two major deliverables in the United 

Grid workpackage 3 related to security, followed by a presentation / demo by Forescout as an industrial 

partner working with cyber security.  

Figure 1: Program of the workshop 
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The day ended with a new breakout session with discussions in smaller groups, and then bringing the results 

back to the larger plenary session. Not all breakout sessions are shown explicitly in the agenda. 

Hence, the first session sets the scene for the rest of the day. The first presentation highlights the focus of 

the task, cybersecurity and adaptive and autonomous computing for the smart grid. We followed with a 

discussion of the agenda. This is then followed by the first breakout session where the participants need to 

form groups. The break-out sessions are discussed more in detail in Section 3, and we aimed to prime the 

audience very early that they would play an active role for the content of the workshop. 

The second part of the first session is then focused on giving 

everyone similar backgrounds on the topic of the workshop: 

cyber security in terms of the smart grid with adaptive and 

autonomous techniques from computer science. The 

challenge was to start from the beginning and explain what 

IoT or cyber-physical systems are, how they are used for the 

electric grid (and elsewhere in society) but highlight the 

security issues that come with their deployment. But these 

lecture also needed to contain a second layer to also interest 

experts, so details were also, for example, given about real 

attacks that we can learn from in the project. 

The second session is then an outlook of research activities 

related to cyber security, data streaming and the Internet of 

Things, and its relation to the smart grid.  

In the third session, we first started with an outlook by hearing from another H2020 project, “The Energy 

Shield” to learn about their cyber security activities and how it complements the work done in United Grid. 

Similarly, since their representative could take part of our workshop they could see the activities of United 

Grid. The second part of the third session focused on the actual activities in United Grid in detail, letting 

participants follow the work that will be presented in deliverables in the next years. The session ended with 

a breakout session and then reporting back to the plenary session as described in Section 3. 

Given these fundamentally different types of sessions, combined with the active discussions as described in 

Section 3, we let all participants learn more about security, see the frontiers of research, and also 

understand the activities of United Grid but from the perspective of their own role in the organization. 
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3 Workshop planning: active 

participation 

Group discussions were an important part of the workshop to offset the more one-way lectures. In this section 

we outline why active participation was important, and how we designed the groups and the questions they 

discussed. Each group then brought back to the plenary session “group input” complemented with the 

individual thoughts from the group members. 

 Overview 

One key element for the workshop was to have an active element, where the participants could, based on 

their level of security expertise and background, discuss important organizational issues.  

First, this part would serve as a learning step in that the discussions of the seen presentations would help 

with the internalisation of the material.  

Second, based on the dissemination strategy we had invited people with different backgrounds to the 

workshop. By having discussions in the groups we would increase the understanding of people between 

different roles. The importance of security is taken for granted by a security specialist but it may be important 

to discuss the day-to-day business with another person that does not work directly with security. Would the 

planned security processes help or hinder in the daily work day?  

Third, we wanted to collect material both for the plenary group and for post-analysis after the workshop. 

The smaller group would allow us to aggregate information, and also let participants be as visible in the 

discussions as they would be comfortable with.  

Fourth, and finally, the group discussions would allow participants, i.e. United Grid members, to get to know 

each other better if they had not worked together previously in the project.  

In the rest of this section we go through how we setup the formation of the groups and the discussion points, 

where we then asked sometimes for group input but other times for individual input.  

http://united-grid.eu/
mailto:info@united-grid.eu
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 Forming groups 

Directly after the introduction to the 

workshop, where we gave the outline and set 

the goals, we asked the participants to form 

groups. These groups would then be the 

vehicle for future discussions over the day.  

We first asked the participants to do a self-

assessment on their cyber security knowledge: 

expert, medium, novice. They then picked up 

notes in a specific colour matching their 

expertise. This was used in two steps: first to 

find other group members of different 

expertise, and then to understand some of the 

later discussion outputs. 

The participants were then asked to form a group, trying to mix with people with notes of different colours 

(the self-assessed security expertise) and to prioritize to join with people from other organizations.  

 Discussion 1: “Introductions & Getting to know each other” 

As part of the first exercise, we asked people to introduce themselves and learn more about the others in 

the group. To have a more structured discussion, we asked them to focus on the following points.  

• Who are you / the people in the group? 

• What is your role in the organization? 

• What is your background in streaming / do you know about streaming 

• What is your background in security / do you know about security 

We also asked them to individually formulate their 

expectations and goals with the day. Basically, why were 

they at the workshop? The answer was written on the 

color-coded post it note that they had picked up when 

they formed their group.  

The participants reported back by placing the (green, 

common group answers) on the wall and their individual 

answers color-coded based on their self-assessment of 

their security level. They could choose to either be 

anonymous or put their name on the post it note.  

 

 Discussion 2: “Cyber security and your organization” 

In the second breakout session, we asked people to discuss the overview just given to them in the workshop.  

• What do you associate with security? 

• What is security for you? 
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This breakout session also had two parts: one done together (reported back 

on green post it notes to the plenary session) and one individual part.  

Per group, we asked the participants to consider:  

• What is the largest problem you see with your organization? 

• Where would you rank security as being a problem for your 

organization 

• Do you find the people / experts you need? → this project: EE and 

the CS people 

• When designing a new system, is security part of the discussion? 

One of the goals was to let participants learn about different organizations 

and how people in different roles and with different knowledge of security 

reason. Sometimes there are reports that industry has problems finding 

skilled people in “cyber security” but given that this is a very large field, we 

also wanted the participants to learn to articulate more specific needs. 

However, we pointed out that one of the strengths of United Grid, and one 

reason we could create this kind of fruitful workshop, is that we have 

managed to combine people and organizations with very different skillsets. 

We have both “electrical engineers” and “computer scientists” among 

others.  

Having completed the group discussion, we then asked the participants to 

individually rank how important they found the following issues from their 

viewpoint.  

• Security is a concern in our organization 

• Security threats have grown over the last decade 

• We cannot find expertise in security 

These coloured post it notes were then placed on a wall with a scale to signify if the statement/ issue is not 

important / false to very important / true. 

 Discussion 3 and 4: “Reflection on activities in United Grid and the 

workshop” 

In the final breakout sessions, we asked 

the participants to reflect. We separated 

the activity in a group exercise and then 

their individual take-aways.  

In the group discussion, we asked them to 

consider the following statement.  

• Are we doing well with smart grid 

security or would more be needed 

to be done? 

• What should be done in United 

Grid? 

We then asked them individually to 

concretise take-aways from the day and, importantly, how to bring this information back to their own 
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organization and colleagues so the workshop results would have an impact beyond the current participants. 

Thus, these questions were meant to inspire the participants themselves to become ambassadors of cyber 

security in their own organizations.  

• What were your main two take-aways from today?  

• Did anything change from what you thought in the morning? 

• How will you bring home information to your organization? 

Finally, we asked them to revisit their individual ranking from discussion 2 about how they viewed certain 

security issues. 

• Security is a concern in our organization 

• Security threats have grown over the last decade 

• We cannot find expertise in security 

They could then make changes to the placement of their own post it notes on the wall. The organizers in the 

workshop could then directly see the dynamics and what had changed over the day (and the self-assessed 

security level of the people who changed their notes’ position on the wall. We are returning to some of these 

questions in Section 5. 
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4 Short summary of presentations 

Below we briefly summarize the presentations given at the workshop and their role in the overall program. 

The program contained 12 presentations of varying length, that was then matched with active participation 

in smaller group to discuss material and understand it from different viewpoints as discussed above.  

 Welcome and organization 

Speaker: Marina Papatriantafilou, Magnus Almgren, 

Chalmers 

Summary: The presentation welcomed the participants 

and set the historical perspective in the development of 

the electric grid with the challenges but also 

possibilities ahead of us. The speakers also discussed 

the agenda, to clearly tell the participants why the 

program was designed in this particular way, and that 

there would be several sections with active 

participation in a smaller group.  

 A cyber security primer 

Speaker: Magnus Almgren, Chalmers 

Summary: As the different participants have different 

backgrounds, the presentation focused on bringing all up 

to date on what cyber security is, why we should be 

concerned, and how it relates to the work in United grid 

in particular. A brief history was given on important 

attacks and trends within malware. Participants then had 

to learn how to “think like an attacker” to better 

understand what is needed to defend systems from a 

technical point of view as well as how to educate 

personnel. The presentation also included a discussion 

about the attacks and the resulting analyses, of the 

attacks against Ukraine. For some participants, this was 

well-known, but for others this was news that actual 

complex attacks exist and have been performed for the 

grid.  

http://united-grid.eu/
mailto:info@united-grid.eu
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 Data streaming: a paradigm for efficient data analysis in cyber-

physical systems 

Speaker: Vincenzo Gulisano, Chalmers 

Summary: The presentation introduced the data 

streaming paradigm. It started by discussing the 

motivation behind such paradigm, and why it can 

overcome the limitations of traditional analysis 

approaches (e.g., based on databases) in the context of 

cyber-physical systems. It then continued covering basic 

concepts of data streaming, providing also examples of 

sample streaming-based applications. Finally, it focused 

on research results that are about stream processing 

application in the context of Smart Grids and Advanced 

Metering Infrastructures, with a special focus on 

validation and intrusion detection. 

 Adaptive digitaI power systems 

Speaker: Romaric Duvignau, Chalmers 

Summary: The presentation presented the Adaptive 

DigitAl Power sysTems (ADAPT) interdisciplinary project 

within the Area of Advance Energy at Chalmers and some 

preliminary results. It started by presenting the ongoing 

revolution in power and electricity systems from 

traditional centralized decision systems to distributed 

ones. We saw then that (i) using cooperation between 

households, renewable technologies become more 

financially attractive; (ii) cooperation only needs a small 

amount of forecasting to be effective; (iii) there is a 

trade-off between the quantity of data one is willing to 

share and the financial advantage of cooperating. 

 Intrusion detection for critical infrastructure 

Speaker: Wissam Aoudi, Chalmers 

Summary: The presentation focus was how to detect 

cyberattacks on critical infrastructure, highlighting how 

the emerging cyber-physical systems differ greatly from 

traditional IT systems with different security require-

ments. Most existing IT-based attack detection methods 

are actually not suitable for these environments, which 

have different dynamics and specifications. In order to 

detect intrusions, one should monitor the physical 

process operation through real-time process data. After 

stating the problem and the challenges, a solution called 

PASAD was briefly presented. The presented algorithm monitors sensor measurements and detects 

implausible and suspicious behaviour in the sensor dynamics, which is then reported to the operators. 
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 Fine-grained data streaming provenance in cyber-physical systems 

Speaker: Dimitris Palyvos-Giannas, Chalmers 

Summary: The presentation focused on using 

provenance to explain the results of streaming queries in 

cyber-physical systems, such as smart grids. Fine-grained 

data provenance can explain which data triggered 

specific alerts, which can be crucial in safety or security 

critical environments. The presentation focused on 

GeneaLog, a framework that provides fine-grained data 

provenance for streaming queries with minimal 

overhead, which makes it possible to record such 

information even in resource constrained environments 

such as edge and IoT devices. Finally, the presenters 

were given some ideas about how this technique could be applied in real-world scenarios. 

 Improving the processing throughput of network intrusion detection 

systems 

Speaker: Charalampos Stylianopoulos, Chalmers 

Summary: The presentation targeted scalability and 

performance issues of security applications with a focus 

on embedded devices. A brief summary of the 

significance of security for embedded devices was given, 

as well as a primer on the performance challenges of 

applying security countermeasures on such devices. A 

possible solution to those challenges is to make efficient 

use of the resources of modern embedded devices, in 

particular those equipped with on-board Graphics 

Processor Units (GPUs).  There are different approaches 

and algorithms for using embedded GPUs for security 

applications, some of them yielding significant benefits in terms of processing performance and energy 

efficiency. 

 Blockchain transactions for low-power IoT 

Speaker: Christos Profentzas, Chalmers 

Summary: The talk focus on the scalability issues of 

records of low-power IoT devices. The presentation 

includes a brief introduction to using blockchain and 

interesting applications. The IoT constrained devices 

pose several limitations to use blockchain technologies. 

A possible solution is to sign off-line the records using 

contract sign protocols. The verification happens using a 

smart contract on the blockchain. Finally, the 

performance of the protocol is presented, which shows 

the feasibility of using blockchain technology to auditing 

and scale numerous records produces by low-power IoT devices. 
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 Hacking the power grid as a research method 

Speaker: Fredrik Heiding, KTH 

Summary: The presentation was divided between an 

introductory talk regarding the Horizon 2020 project 

Energy Shield, and a general description of the threat 

modelling work developed at KTH. Regarding Energy 

shield, it is a rather large project spanning over three 

years, with 7+ million EUR budget and involving 18 

partners from 10 different projects. The main goal of the 

project is to increase the security of critical 

infrastructure in European Union member states. The 

project will conduct penetration tests and threat 

modelling among other tools to test, improve and 

validate a practical security toolkit. The toolkit can later be implemented by organizations within critical 

infrastructure, especially with focus on those related to the power grid, that wish to enhance their cyber 

security. 

 A study of redundancy and cybersecurity principles and their 

applicability to smart grids 

Speaker: Behrooz Sangchoolie, RISE 

Summary: The focus of this presentation was to get the 

audience familiarized with redundancy and 

cybersecurity concepts while connecting them to 

intelligent distribution grids. To do so, the well-known 

threats to dependability, namely fault, error, failure, 

were discussed and a mapping to cybersecurity domain 

was created through defining attack, intrusion and 

compromised system as threats to cybersecurity. 

Moreover, all dependability attributes (availability, 

reliability, safety, integrity, maintainability) as well as primary (availability, confidentiality, integrity) and 

secondary (authenticity, freshness, privacy, non-repudiation, authorization) security attributes were 

discussed and detailed. The presentation continued with the presentation of the cybersecurity threat 

landscape including detailed information about threat actors, vulnerabilities of intelligent distribution grids, 

assessment of risks, as well as assessment methodologies. The presentation continued with detailed 

information on different redundancy techniques as well as a first sketch of how the UNITED-GRID use cases 

could be evaluated with respect to cybersecurity and safety requirements. The presentation was concluded 

by stating that (i) dependability and redundancy attributes and concepts should be taken into account at all 

phases of the development lifecycle of functions and solutions developed for intelligent distribution grids; 

and (ii) cybersecurity and redundancy concepts adopted from other domains could be a great basis for 

evaluation of the technologies developed for intelligent distribution grids, although these concepts should be 

tailored to specific needs of the grids. 
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 Cyber security meeting with data streaming (for smart grid networks) 

Speaker: Ismail Butun, Chalmers 

Summary: Here, the focus of this presentation is on 

developing security algorithms for Internet of Things 

(IoT), especially for Smart Grid Systems. IoT is a notion 

in which all devices (called things) are connected to each 

other seamlessly to share information about anything, 

located anywhere, reached at any time. Smart Grid is a 

subset of IoT and used by electric utility companies, for 

the sake of predicting and following instantaneous or 

long term electricity usage of the individuals, cities, and 

more importantly countries (national consumption). 

Hackers activities are booming worldwide as they are 

constantly gathering sensitive information and distribute different ill-mannered actions, including active 

attacks against energy distribution centres. In order to operate in a safe manner (safety of the operational 

side and integrity of billing side), cyber-security must be introduced into these systems. Besides, security 

provides users’ privacy (regarding their electricity usage) against hackers. One of the main areas of research 

we are presenting here is "data-streaming", which we believe will be beneficial for cyber-security systems in 

detecting intrusions in a timely manner. 

 Cybersecurity for critical infrastructure: a case study on the smart 

grid 

Speaker: Daniel dos Santos, Forescout 

Summary: The presentation introduced Smart Grids with 

a focus on the overall architecture, protocols used and 

main use cases. Threats and challenges were discussed, 

such as the growth of connected devices, advanced 

malware, IT/OT convergence, operational failures, and 

legacy networks. After these introductory steps, the 

presentation focused on how to reduce risks in the smart 

grid by adopting security controls and, more specifically, 

network monitoring and intrusion detection systems 

(IDS). After a discussion on what IDSs are and their challenges in operational technology environments, we 

discussed the solutions enabled by modern cybersecurity tools, such as asset inventory, vulnerability 

management, and threat detection. We then introduced different deployment possibilities for IDSs in the 

smart grid and how they can detect some well-known cyber attacks. One of the most important aspects of 

the presentation was a live demonstration of SilentDefense - a leading OT-focused IDS developed by Forescout 

that supports smart grid protocols - and how it supports functions such as asset inventory, network 

assessment, network monitoring, threat hunting, reporting and compliance. The presentation ended with a 

discussion on real-world examples of IDS deployment in smart grid environments, including power generation, 

transmission, and distribution; and a brief discussion about a future outlook on the cybersecurity landscape.   

 

 



24 
 

  

This project has received funding from the European 

Community’s Horizon 2020 Framework Programme 

under grant agreement 773717 

 Summary 

The program mixed traditional one-way presentations with active participation in smaller groups.  

As the participants had different backgrounds, the first couple of presentations had an overview / catch-up 

nature, that was then followed by research activities and exciting possibilities for the area. The last set of 

presentations touched more on the actual work and deliverables within United Grid, with also an outlook 

through a recently funded H2020 project also working with cyber security. The interested reader is 

encouraged to read other deliverables of the United Grid project for a more in-depth treatment of cyber 

security. 

The nature of the exercises was to bring people with different backgrounds and roles together to discuss 

problems with cyber security. For example, does some people even see the problem? What can be done to 

further educate users to consider cyber security already in the design of new systems.  
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5 Discussion 

In this section we briefly outline the outcome of the workshop, as well as concrete comments from the 

participants based on their discussions in groups and what they brought back to the plenary session. Based 

on comments to the organizing committee after the workshop, participants enjoyed the participation and 

especially a DSO would like to see a variant repeated with their employees to better educate people about 

cyber security.   

 Outcome 

Based on the notes from the participants, many learned from the “other side”. That is, cyber security experts 

learned from power engineers and the opposite. Other concrete take-aways was to meet partners, understand 

their background and their concern, and what their role is in United Grid.  

The awareness of security was also raised among the participants. Some already knew but others increased 

their awareness. A positive take-away from some participants is that they find awareness is already quite 

high, but more solutions need to be found.  

As explained earlier in Section 3, we color-coded the participants security expertise on the feedback (red / 

orange / yellow) and formed diverse groups across organizations and security expertise. This allowed us first 

to see if there were any specific trends on central questions discussed during the workshop, such as 

• Place your note on the scale from not important / false to important / true for the following 

questions: 

o Security is a concern in our organization 

o Security threats have grown over the last decade 

o We cannot find expertise in security 

The final message was to ask people how they are going to discuss the take-aways in their home organizations. 

As such, we should reach a larger target than just the participants of the workshop. 

 Quotes / Comments / Feedback 

The comments from the participants ranged from general and anonymous to specific and named. We have 

analyzed the results. In the bullet list below, we highlight some of the actual comments left by the 

participants during their discussion sessions. This is just a small summary of all available comments.  

• More threats than I thought. More collaborations can be developed and might be useful to solve 

tomorrow’s challenges. 

• Bring Home: Perhaps new collaborations in development, Use STRONG passwords and 2 factors auth 

• The level of security solutions for the smart grid is more advanced than I thought earlier. 

• Power system engineers need to think about security earlier in development 

• Not everyone working on smart grid is aware of security 

http://united-grid.eu/
mailto:info@united-grid.eu
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• It (security) is a research topic but in daily life we are not that careful 

• (Yellow expertise): Cyber security is not only encryption 

• Security needs to be more discussed and higher on the agenda. 

• (Red expertise) Did anything change from what you thought in the morning? 

Smart Grid security may differ more from other domains as I originally thought: resource 

constraints, anomaly based IDS may be easier than other domains 

• (Red expertise) Did anything change from what you thought in the morning? 

There is more awareness than I expected but still lack of solutions. 
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6 Conclusion 

 

One of the goals of Task 3.5 “Adaptive and Continuous Intrusion and Anomaly Detection” was to organize a 

workshop to discuss issues related to cybersecurity in the context of United Grid, with a special focus on 

adaptive and autonomous techniques. Early in the project, we realized that we would benefit from having a 

broader scope of the activity: a larger public event for dissemination of United Grid, and a smaller, slightly 

more closed workshop to have a dialogue between partners of issues related to cyber security based on 

their individual background and role in United Grid. In the latter, we could also in more detail disclose 

activities and results of the project itself. 

For the larger public workshop, we targeted an existing European venue of high ranking (the conference 

DIMVA organized yearly) and co-organized it for 2019. DIMVA 2019 took place June 19—20, 2019 in 

Gothenburg with about 70 participants. Through DIMVA we could collect many researchers at a single 

venue, disclose information about the United Grid project through an information leaflet for the 

participants, and show the active sponsorship at the web site and through other means during the 

conference. The program is open and peer-reviewed, and several of the papers touches on topics important 

for critical systems infrastructure in general and United Grid in particular. This conference was also 

sponsored by the “Swedish Grid” and others  highlighting its importance to the area.  

To garner more input from the members of the consortium, this public, larger conference was then offset 

by a smaller workshop. The United Grid “Cyber security workshop” took place in Gothenburg December 2, 

2019 with about 25 participants with different roles. This workshop mixed lectures with exercises / 

discussions done in smaller groups. 

The lectures were of a general nature (to let the participants reach a common denominator in background 

knowledge), lectures of active research directions (to show possibilities), and lectures summarizing 

activities and deliverables in the United Grid project. We also used this opportunity to invite another H2020 

project, Energy Shield, to see our activities and hear about their activities in their project.  

The discussions in the smaller groups aided the participants to understand how people with different 

background see cyber security, and how the knowledge gained during the workshop should be managed and 

brought back to the partners of United Grid so that also others that could not participate can learn from 

the experience.  
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